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Introduction

Chris Hamilton
Director, Industrial IT and Cyber Security
Grantek Systems Integration

Business vCard:

vmware

CERT

PATA CiwTEn
VETUALUIATON

10+ years in Controls and Automation

15 years in IT systems architecture and cyber security
MESA Cyber-Security Co-Chair
Consulting — Bridging the political IT / OT gap

Technical Experience:

Network Design and Cyber Security

lloT - Technology Enablement

Virtualization and Hyperconvergence

Applications and Dataflow Security — in motion and at rest

ISA-95 “Shop Floor to Top Floor” OSA

https://inigoapp.com/m/public/profile/BA474E2155530713FFCC3E4A74A5A283?sh=1459781285
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https://inigoapp.com/m/public/profile/BA474E2155530713FFCC3E4A74A5A283?sh=1459781285

Introduction — Grantek Systems Integration

| —

System Integrator & Business Solution Provider
Over 35 years experience

Strong North American presence

Over 200 employees

From the plant floor to the boardroom

GRANTEK
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GRANTEK LOCATIONS
US & CANADA

. 1]
\k"w
——
Minneapolis, MN MBS bt
Vancouver, BC % .

San Francisco, CA ! Toronto, ON

Bangor, ME

~ Davenport, IA ; v ) Philadelphia, PA
.,\
San Diego, CA

Brick & Mortar Offices @

Dallas, TX
Ft. Lauderdale, FL Satellite Offices ©

: = GRANTEK Manufacturing Manufacturing Industrial Manufacturing

~——— IT Automation Safety Consulting



Industries Served

Life Sciences
Beverage Industry

(Chemical/
Controls > MES > ERP Integration

Steel)
Discrete Control & Automation
Process Automation
Machine Safeguarding

| | | | |
Industrial IT/OT and Cyber Security
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«
MESA

INTERNATIONAL

{f;‘% inductive

Wt automation

. CERTIFIED

INTEGRATOR

‘ gum PREMIER )

Strategic Partnerships

<. Sepasoft

@ CERTIFIED
‘ lNTEGRATOR ,

GOLD
KEYSTONE SPONSDOR

(‘ OSl:=oft.

4 Rockwell
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i Solution

Partner |

Safet

‘ Control Hlnformation ‘Industrial IT \
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Grantek Strategic Initiatives

To enable Grantek to succeed by providing thought leadership,
strategic guidance and technological enablement. “ Educate

eSeminars
eTraining

Smart Manufacturing

Enabling Operational Excellence via Digital Integration
- MES / ERP
- Operational Management (ISA95)
- Compliance (Quality, FSMA, Serialization)

~ eRequirements
Gathering

e Compliance Analysis

o Risk Analysis

*Workshops

Safety

Increasing Productivity Through Smart Safety Solutions
- Machine Safety
- Corporate Safety
- Risk Management

*Road Map

¢ Architecture

e Integration
e\endor Selection

Industrial IT/OT & Cyber Security

Providing the Foundation for Manufacturing Connectivity, Availability and Security
- Cyber Security
- 10T (Industrial Internet of Things)
- Physical Infrastructure Assessment
- Network ICS/Cyber-Physical Systems
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Agenda

. Introduction — Chris Hamilton

* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck
*  Threats — Then and Now
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why s all this such a concern to me?
* Do you know what’s on your network, and what can you do to find out?
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Threats - Then and Now

Manufacturing has changed,; it has evolved.

= 7
l

Assessme

-

v ()

Number of ICS-CERT Reported Vulnerabilities by Sector

i - m 2015
4 m 2014
® 2013

W 2012

2011

THEH.

A diabolical act of sabotage that cut off power to western Ukraine exposed
cracks in U.S. readiness to-stop a cyberattack on America’s electric grid.

CK

— Life Sciences
N G R A N T E K & Pharma

May /June 2015

ICS-CERT
MONIT

&/ Homeland
&) Sty

Natianal Cybersecurity and

Contents

Incident Response Activity
Notable Incident

Incident Response Activity.

Onsite Assessment Summary
Situational Awareness.

ICS-CERT News

Recent Product Releases

Open Source Situational

Awareness Highlights

Coordinated Vulnerability Disclosure

Upcoming Events

Communications Integration Center
s

Downloading PGP/GPG Keys
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Industry Breaches - 2012

| —

The Saudi Aramco Breach (August 2012)

Malware partially wiped or totally

destroyed the hard drives of 35,000 .
Aramc)(l) computers The Old World: Islands of Automation

IT Response: Quickly disconnect its
systems (physically) from each other and
the internet

Financial and business systems went pumping—remained unaffected
down (nobody got paid)

Independent legacy oil manufacturing
systems continued to function

While oil production—drilling and

Wh at h ap pe ns Wh en these man UfaCtU ri ng Rashid, Fahmida Y. "Inside The Aftermath Of The Saudi Aramco Breach." Dark Reading. N.p., n.d. Web. 28 Jan. 2016.

systems are connected?

- = & Life Sciences Energy &
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Industry Breaches - 2014

*  Why Should You Care?
— Amidst the growing and changing attacks

on the cyber front, many of the
fundamentals have not changed. I n 20 14 cee
— Itis still true that most exploited
vulnerabilities — 99% in fact, according to %
Verizon’s 2015 DIBR (Data Breach g 9 9
Investigations Report) -- came over a .
year after that exploit had been OF THE EXPLOITED
discovered and pa.tChed. UULHEHAEILITIES
— The importance of patching will continue WERE COMPROMISED
to be critical to a secure infrastructure. MORE THAM A YEAR
AFTER THE CVE

WAS PUBLISHED.

"2015 Data Breach Investigations Report (DBIR)." Verizon Enterprise Solutions. N.p., n.d. Web. 28 Jan. 2016.

| —
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Industry Reports - 2016

Verizon DBIR

Number of breaches per threat action category over time

1,500

1,000

500

Breach count

Hacking
W maiware
Sacial
Error
Misuse
Physical

Environmental

— Figure 4.

2005 2007 2009 2011 2013 2015 Number of brea.ches per threat action
category over time, (n=9,009)
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2016 Data
Breach
Investigations

Report

89% of breaches had a
financial or espionage motive.

Life Sciences Energy &
& Pharma Renewable Energy



National Institute of Standards and Technology
+ The Cybersecurity Framework

A OSBIT was published in Februar
i S Ol 6“‘ 2014pfollowing A collaborative
— TR process involving industry,

academia and government

agencies, as directed by a

presidential executive order
— January 2017 update

— Regulation to be added to all
critical infrastructure sectors

— Manufacturing expected to
= follow suite

Average A
Farning

-629.9 Billion 1.3 Trillion
fyes 59.2% $

https://www.nist.gov/mep/cybersecurity-resources-manufacturers

Life Sciences Energy &
ﬂ B & Pharma # Renewable Energy


https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

Cybersecurity Strengthens U.S. Manufacturers

Common Types of Attacks and Breaches

Reality of Cyberattacks and Breaches

of small and mid-sized business have
experienced a data breach or cyberattack.
of all spear-phishing attacks are targeted
at small businesses.

of impacted businesses are left

severely impaired.

is the average cost for a small business to
ovaercome a data breach.

SPAM

Ransomware

https://www.nist.gov/mep/cybersecurity-resources-manufacturers

T —
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Cybersecurity Strengthens U.S. Manufacturers

5 Steps to Reduce Cyber Risks
py -------------------------- A Defense Suppliers: Compliance A

Protecting the information of your company, employees, and customers is
an ongoing process, Manufacturers will benefit from a program that: Manufacturers in the DaD supply chain have until December 31, 2017
to be in compliance with new DFAR cybersacurity requirements.

Learn more at nist.gov/mep/cybersecurity

Enhance Your Cybersecurity

Whether you're a manufacturer implementing a cybersecurity pragram, or
a DoD supplier looking to achieve compliance, the MEP National Network
can help you with your cybersecurity needs.

Contact your local MEP Center or fearn more at
nist.gov/mep/cybersecurity

https://www.nist.gov/mep/cybersecurity-resources-manufacturers

T —
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A > : MANDALAY BAY /LAS VEGAS, NV
» \ ! | WWW.BLACKHAT.COM #BHUS A
lackhat «__ .
LI SAS0T7 0 '-*'5 =
www.blackhat.com
July 2017 o, . o, :
" -
S
Z 7.
e
D

s

Cyber attacks on US enterprises and critical infrastructure are _[f'iing soomyae cording to some of the industry’s
most experienced and highly informed security professnonals Rfrd in most cases, defenders are not prepared.

o o= 4 Life Sciences Energy &
— G R A N T E K E‘CPG /\ etz ﬁBeverage & Pharma #Renewable Energy 21



Black Hat - 2017

Figure 13
Most Significant Threats to Average Consumer

Which IT security challenges do you see as most threatening to the

average US consumer? Digital attacks on non-computer devices
and systems (the Internet of Things)

Future Concerns
Which do you believe will be of greatest concerns two years from now?

A lack of security wareness aboul phishing and other soclal engineening aflacks
1 57
The constant breach of consumer information at companies entrusied W

It

3%

!

Phishing, social network exploits, or ather
forms of social engineering

The kack of proper loclsfoonirols on Consumer devices 25%

— o

T I'I.'H:lh'l‘y O COrSUmans hc;a‘ream i Sh'tl‘ﬂ pas.s.mm Snphislicated attacks largeted dil‘E.‘Cﬂjf
_ _ _ at the organization

The exchange and use of consumer information by commescial companies -

I,

Wil and security falunes in browser-based Inbemsl sacurity methods T —— S ——— -

[&g e e —

I 15 - Cl . uh k ”

Survellanca and breach of privacy by government agences/entities aSSIC aC |ng

I

g - we sl e e w5 emp

Mote: Mazi ot tas resp & adk g g W B ey el =
Bass: 580 respondents s T01T; not ssked in 2006
Data: VBM survey of security prodessionals, Jume 2017
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Black Hat - 2017

nhlackhat LSa 2017 P

Most information security professionals believe that the US critical infrastructure will be
breached by a cyber attack within the next two years. Most also believe that their own
enterprises will be breached in the next 12 months. And most believe that the defenders of
those infrastructures are not ready to respond. July 2017
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Agenda

* Introduction — Chris Hamilton
* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck Reminder: Email
*  Threats — Then and Now questions to the
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why s all this such a concern to me?
« Do you know what’s on your network, and what can you do to find out?
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Recent cyber threats: WannaCry

Who was affected?
— Infected an estimated 300,000 computers
worldwide in a weekend (Avast)
* How did it spread? ———
—  Primarily over the open internet s

— SMBUV1 EternalBlue exploit attributed to the NSA. Time Lok
Patched by Microsoft March 14", 2017

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>,

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

LITL Y.

51202017 00:47:55

Time L

Send $300 worth of bitcoin to this address.
bitcoin —
PPty [1209YDPgwueZ9NyMgw519p7AABIsjréSMw
Suam | Checkpayment [Nl Decopt |

| —
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Recent cyber threats: WannaCry

 What stopped it?

— Assecurity researcher inadvertently found the “kill
switch”

— Microsoft released an unprecedented patch for
Windows XP to curb the spread.

— Note: Systems unable to reach the “kill switch”
domain name continued unencumbered.
 How did victims recover?
— Restore from backup, or rebuild

« What could have prevented it?

— PATCHING. A patch for the exploit was released 2
months before WannaCry was seen in the wild.

&, CPG

—~— GRANTEK N Food
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Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
S our decryption service.

Payment will be raised on B .0 1 Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time L 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

iu | But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
gl We will have free events for users who are so poor that they couldn't pay in 6 months.

51672017 00:47:55

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
PO P

52012017 00:47:55

Tim

v

Send $300 worth of bitcoin to this address.
bitcoin —
PPty [1209YDPgwueZ9NyMgw519p7AABIsjréSMw

Contact Us

Life Sciences Energy &
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Recent cyber threats: WannaCry

David Zahn, GM of the PAS Cybersecurity Business Unit
explained for lloT World: “For the longest time, facilities have
trusted security controls like security by obscurity, system
complexity, air gapping, and perimeter-based cybersecurity to
protect ICS. WannaCry is another example of how these

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
S our decryption service.

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,

me click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
PO P

safeguards are not sufficient. Companies that rely upon UMM Can | Recover My Files?
industrial control systems (ICS) to operate need to implement 322‘?;":?2;‘5’2& w;ymmesform;,ymwbyC.i;h-nyox‘r;w.v
solutions that help answer simple cybersecurity questions Batiyuvantwdocytiyoss s yommendioper,
such as what are my cyber assets, where do | have B 5 s i ans o e v o0 tha Gy JoukAY iy ot
vulnerabilities, has an unauthorized change occurred, can | Yourfiles willbe loston | KERRNNI
recover quickly if a system is compromised, and more. Sadly, B
these are hard questions to answer as industrial process
companies have limited visibility into nearly 80% of the cyber <
assets in an industrial process facility.” i I S
i | checkpament N Decopt |
https://grantek.com/wannacry-ransomware-cryptoworm-what-it-means-to-the-industrial-world/
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http://www.pas.com/
https://grantek.com/wannacry-ransomware-cryptoworm-what-it-means-to-the-industrial-world/

NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

Who was affected?

— First identified in Ukraine, quickly spread
to major European firms

— Infected ~300,000 systems in <24hours
 How did it spread?
— Very sophisticated use of multiple security
tools and exploits
— Release into the wild
* Largely unknown
» Ukrainian accounting software MeDoc
implicated
— Lateral movement

* SMBvV1 exploit: EternalBlue was patched in
MS17-010 on March 14t

* Mimikatz: Targeted IT systems by stealing
cached Remote Desktop credentials - NOT
patchable. Detectable by Anti Virus

| —
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NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

« What stopped it?

System isolation and network
IPS/IDS

— Patching and Antivirus updates
— Intense effort and hours of time
invested by IT and engineering
teams
* How did victims recover?

— Restore from backup, or rebuild

 What could have prevented it?

— Reactive: ICS-CERT on the next
slide

— Proactive: Increased ICS maturity
and cyber-stewardship culture

3
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NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

MITIGATION

ICS-CERT recommends that users take defensive measures to minimize the risk associated with the Petya malware. Specifically, users should
consider the following:

. Apply the Microsoft patch, MS17-010.

. Disable SMBV1 on every system connected to the network. Information on how to disable SMBv1 is available from Microsoft(link is
external). While many modern devices will operate correctly without SMBv1, some older devices may experience communication or
file/device access disruptions.

. Microsoft recommends(link is external) blocking all traffic on Port 139/TCP and 445/TCP to prevent propagation. Microsoft has also
recommends that their users can also disable remote WMI and file sharing.
. Review network traffic to confirm that there is no unexpected SMBv1 network traffic. The following links provide information and tools for

detecting SMBv1 network traffic and Microsoft's MS17-010 patch:
—  SMB—Audit Active Usage using Message Analyzer(link is external)
—  Wireshark download
— MS17-010 SMB RCE Detection(link is external).

. Isolate or protect vulnerable embedded systems that cannot be patched from potential network exploitation.
. Minimize network exposure for all control system devices and/or systems, and ensure that they are not accessible from the Internet.
. Locate control system networks and devices behind firewalls, and isolate them from the business network.

https://ics-cert.us-cert.gov/alerts/ICS-ALERT-17-181-01C

3
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https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and-windows
https://blogs.technet.microsoft.com/mmpc/2017/06/27/new-ransomware-old-techniques-petya-adds-worm-capabilities/
https://blogs.technet.microsoft.com/ralphkyttle/2017/05/13/smb1-audit-active-usage-using-message-analyzer/
https://www.wireshark.org/#download
https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb_ms17_010
https://ics-cert.us-cert.gov/alerts/ICS-ALERT-10-301-01

NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

MITIGATION

ICS-CERT recommends that users take defensive measures to minimize the ri
consider the following:

| —
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Apply the Microsoft patch, MS17-010.

Disable SMBV1 on every system connected to th
external). While many modern devices wil
file/device access disruptions.
Microsoft recommends(link i
recommends that thej

theh > Specifically, users should
to ble SMBvV1 is available from Microsoft(link is

ome older devices may experience communication or

39/TCP and 445/TCP to prevent propagation. Microsoft has also
and file sharing.

btect vulnerable embedded systems that cannot be patched from potential network exploitation.
Minimize network exposure for all control system devices and/or systems, and ensure that they are not accessible from the Internet.
Locate control system networks and devices behind firewalls, and isolate them from the business network.

https://ics-cert.us-cert.gov/alerts/ICS-ALERT-17-181-01C
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https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and-windows
https://blogs.technet.microsoft.com/mmpc/2017/06/27/new-ransomware-old-techniques-petya-adds-worm-capabilities/
https://blogs.technet.microsoft.com/ralphkyttle/2017/05/13/smb1-audit-active-usage-using-message-analyzer/
https://www.wireshark.org/#download
https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb_ms17_010
https://ics-cert.us-cert.gov/alerts/ICS-ALERT-10-301-01

NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

NotPetya is a cyberweapon, not ransomware
— Encrypted files not considered recoverable
— Execution of attack was not intended to make money

— Because DeQOS attacks destroy all data, a definitive post-mortem
analysis is not likely

3
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NotPetya — June 27, 2017

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

What can prevent the next one?

A mature patch management policy

* Managed, tested, applied!
Mature OS and Software lifecycle
management

*  Windows Server 2003
Account management / access policies

» Disallow saving of credentials

» Block reuse of passwords across systems
Disable unused services

* Disable SMBv1

+ Disable remote execution in environments
where it is not needed

Antivirus with updates!

*  Within hours the major AV companies had
released updates capable of detecting and
stopping the execution of NotPetya.
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NotPetya — Financial Ramifications

aka SortaPetya, Petna, ExPetr, GoldenEye, Nyetya, Diskcoder.C

* Nuance says it expected its revenue for the
B third quarter will be in the $494 million to
~J3 NUANCE Fe&x $498 million range, down from the original
expectation of $509 million to $513 million.
*  "Not Petya signaled a new paradigm shift as

attackers are willing to launch attacks
specifically to disrupt and destroy IT assets

. MAERSK Q" MERCK and data," says Mac McMillan, president of
-

the security consultancy Cynergistek

http://www.bankinfosecurity.com/nuance-latest-notpetya-victim-to-report-financial-impact-a-10138
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NotPetya — Financial Ramifications

FedEx has disclosed the following costs and damages:

« loss of revenue resulting from the operational disruption immediately following the
cyber-attack;

+ loss of revenue or increased bad debt expense due to the inability to invoice properly;

« loss of revenue due to permanent customer loss;

» remediation costs to restore systems;

» increased operational costs due to contingency plans that remain in place;

» investments in enhanced systems in order to prevent future attacks;

» cost of incentives offered to customers to restore confidence and maintain business
relationships;

NotPetya impact detailed in SEC 10-K filing * reputational damage resulting in the failure to retain or attract customers;

In its annual 10-K filing with the US SEC (Securities and Exchange Commission), FedEx says no data * costs assoc!ated Wlth pOtentlal liti g ation or governm .enta'l I.nves“ g a‘t!o ns;

was stolen from its or TNT's network, but "TNT operations and communications were significantly » costs associated with any data breach or data loss to third parties that is discovered;
affected.”  costs associated with the potential loss of critical business data;

FedEx says it restored IT systems and services right after the incident, but "customers are still * Ionger and more COSt'y integration (due to increased expenses and capital Spending
experiencing widespread service and invoicing delays," nearly three weeks after NotPetya hit its network. requirements) of TNT Express and FedEx EXpI’ESS; and

"We cannot vet estimate how long it will take to restore the systems that were impacted, and it is + other consequences of which we are not CUI’renﬂy aware but will discover thl’OUgh the
reasonably possible that TNT will be unable to fully restore all of the affected systems and remediation pl"OCESS,

recover all of the eritical business data that was encrypted by the virus,” FedEx wrote in its 10-K

filing.

https://www.bleepingcomputer.com/news/security/fedex-says-some-damage-from-notpetya-ransomware-may-be-permanent/
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NotPetya — Financial Ramifications

InJune 2017, TNT Express worldwide operations were significantly affected due to the infiltration of an information technology virus known as Pet
ya. For further information about the cyber-attack, see the section titled “TNT Express Cyber-

Attack” included in Item 7 of this Annual Report on Form 10-K (“Management’s Discussion and Analysis of Results of Operations

and Financial Condition”).

Our information technology teams have been focused on the recovery of critical systems and continue to make progress in resuming full services and r
estoring critical systems. Currently, we are focused on restoring remaining operational systems as well as finance, back-

office and secondary business systems. At this time, we cannot estimate how long it will take to restore the

systems that were impacted and it is reasonably possible that TNT Express will be unable to fully restore all of the affected systems and recover all of
the critical business data that was encrypted by the virus.

Given the recent timing and magnitude of the attack, in addition to our initial focus on restoring TNT Express operations and customer service function
s, we are still evaluating the financial impact of the attack, but it is likely that it will be material. We do not have cyber or other insurance in place th
at covers this attack. Although we cannot currently quantify the amounts, we have experienced loss of revenue due to decreased volumes at TNT Expr
ess and incremental costs associated with the implementation of contingency plans and the remediation of affected

systems. Additional consequences and risks associated with the cyber-

attack that could negatively impact our results of operations and financial condition are described in the corresponding

risk factor included in this MD&A. In addition to financial consequences, the cyber-attack

may materially impact our disclosure controls and procedures and internal control over financial reporting in future periods.
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NotPetya — Financial Ramifications

DEERFIELD, II1., July 6, 2017 — Mondel&z International today provided an update to its prior disclosure on the June 27th global cyber-attack that
impacted our business.

We are pleased that we are making good progress in restoring our systems across the enterprise. Since the time of the incident, our teams have done
remarkable work to continue to operate the business, manufacture our products, serve customer needs and progress the recovery activities. We believe the
issue has been contained and a critical majority of the affected systems are up and running again.

Given the timing of this significant global attack, despite our best efforts, we experienced disruption in our ability to ship and

invoice during the last four days of our second quarter. There are a few markets where we have permanently lost some of that revenue due to holiday
feature timing, but we expect we will be able to recognize the majority of these delayed shipments in our third quarter results.

Our preliminary estimate of the revenue impact of this event is a negative 300 basis points on our second quarter growth rate.

We are still assessing the full financial impact of this event, in addition to performing our normal quarter-end financial close process. Based on our
current assessment of the situation, our recovery progress, and the underlying trends in our business, we are reaffirming our full- year organic revenue growth
outlook of ““at least 1 percent growth”. We expect to incur incremental one-time costs in both our second and third quarters as a result of this issue, but our
underlying margin progress continues to be in line with our outlook ofmid-16 percent for the full-year.

A further update on these matters, our second quarter results and our full-year outlook will be provided in our second quarter investor earnings call
and webcast in August.
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Agenda

. Introduction — Chris Hamilton

* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck
* Threats — Then and Now
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why s all this such a concern to me?
* Do you know what’s on your network, and what can you do to find out?
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Secure Network Design - DID

Risk mitigation: Defense in Depth

« Leverage IT-Approved User Access
« Keep ICS Protocols in the Manufacturing zone
« Control Application use (remote and local)

» Protocol Conversion (No direct traffic, common
protocols or ports between zones)

« Single path in and out
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Secure Network Design — Remote Access

Remote ACCeSS Figure 6-3 Slr"pl[le:_‘.rie"m'.ea’\:ce;
 Provide clear alternatives to “roll-your- Remoioparer ) )
own” point solutions £ {
— MANY solutions are shown at trade shows £ o [ Solion
WhICh give the OEM full control (and full I )
risk) over RA ! repriee Eﬂmmm%m
— These solutions are touted as convenient ~— s —
and secure Geprice Dl | erperprise
. . ngineer Qﬂ_ﬂr WAl ]
* Provide clear policy to OEMs/Vendors so = -  Enterprisezone -
they understand how to request remote T L T emiterzed Zone |
access to your plant I " implementation
« Review drivers and business risk with izgg;;:;mmef Manutecturing Zene
PMs and those who interact with 3 party 2 e mi— 1
. . \ 4500- o= Access
vendors on projects — increase safety Losa Atcatn £ Femote Acces | server
culture R Calrea zoe
3 :
Cnntraller 2]
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Secure Network Design — Remote Access

Not-Petya point

Malware stole passwords from
the Windows Credential
Manager via a modified
version of mimikatz (available
for free on GitHub)

It specifically looked for
TSCLIENT (remote desktop)
and matched the credentials
with recent RDP sessions —
allowing it to spread across
networks

—— GRANTEK

<

PS C:\Windows\system32> c:\temp\mimikatz\mimikatz sekurlsa::tickets exit

L. minikatz 2.8 alpha <(x64> release “"Kiwi en C" (Nov 20 2014 ©1:35:45)
# ~ #i.

/N BE /% % %

##t \ ~ ##t Benjamin DELPY ‘gentilkiwi' < benjamin@gentilkiwi.com )

‘HE v 1 http://blog.gentilkivi.con/mimikatz C(oe.eod

Cunnny’ with 15 modules % » »/

mimikatz(commandline) # sekurlsa::tickets

Authentication Id : @ ; 5411630 (POAPOOBD:AA52932e>
on Remotelnteractive from
lukeskywalker
ADSECLAB
$—1-5-21-1473643419-774954089-2222329127-1106

keskywalker
SECURITY

Group @ — Ticket Granting Service
(68000000 1
Start/End/HaxRenex 1/1,2815 18:34:22 PM ; 1,/2,2015 8:34:21 AM ; 1,/8,2015 18:
vice Name <02) rg ; @ LAB.ADSECURITY.ORG
Taxget Name (02> ADSDCAL.lab.adsecurity.org ; @ LAB.ADSECURITY.ORG
Client Name (01> LukeSkyualker ; @ LAB.ADSECURITY.ORG
Flag 40a48888 k as dele at e H ple authent ; renewable ; forwardable ;

Key WBABRa1 _hm
768913ceﬂ914d423?663970aa7558d9694368931fd8a42313484114h37c441d3
cket P00BB012 — aes256_hmac 3 kuno 3 Lasd
[BBEGBBBI]
Start/End/MaxRenew: 1,/1,2015 10:34:22 PM ; 1,2/2015 8:34:21 AM ; 1,/8,2015 1@8:34:21 PM
Service Name (02> ldap ; ADSDCEAS.labh.adsecur y org @ LAB.ADSECURITY.ORG
Target Name (82> ldap ; ADSDCES.1lah.adsecur .org ; @ LAB.ADSECURITY.ORG
Client Name <@1)> LukeSkywalker ; @ LAB. RDSECURITY ORG
Fla, 40(\48888 ok a, dclegatc '. pxc mlzhcnt ; renewable ; forwardable ;
Session 812
d9715661dhcc8.\549d6b24314a1e65544dafhfS98888ab01617d3b6c3d43e9l1
PBB12 - aes256_hmac 5 kuno 1 | 5 |
[800680021

Start/End/MaxRenew: 1/1/2015 10:34:21 PM ; 1,/2,2015 8:34:21 AN ; 1/8,2015 10:

Service Name ¢ : LDAP ; ADSDCAS.la curity.org lab.adsecurity.org ; @ LnB RDSECURH‘Y ORG

Target Name LDAP ; ADSDCAS. lab. ad"ecurlty org lab.adsecurity.org ; @ LAB.ADSECURITY.ORG

Client Name LukeSkywalker ; @ LAB.ADSECURITY.ORG ¢ LAB.ADSECURITY.ORG >

Flags 48240000 ok_as_delegate ; pre_authent ; renewable ; forwardable ;

Session Key : Bx000B0AA12 - aes256_hmac
LS7Sfb76deGdfed3F?c79c7c9!_ch‘iﬁﬂaec‘lL?de6c09335c20)897?7191«8(,1:‘77

https://adsecurity.org/?page_id=1821
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https://github.com/gentilkiwi/mimikatz

Secure Network Design — Remote Access

PS C:\Windows\system32> c:\temp\mimikatz\mimikatz sekurlsa::tickets exit

Malware Protection

DO NOT reuse passwords

DiD — leverage different
account names and passwords
across zones

Most simply: DO NOT save
passwords!
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L. minikatz 2.8 alpha <(x64> release “"Kiwi en C" (Nov 20 2014 ©1:35:45)
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; 5411630 <OAPOBAND:0052932e)>
eInteractive from 1
ywalker

ADSECLAB

$—1-5-21-1473643419-774954089-2222329127-1106

Group @ — Ticket Granting Service
(68000000 1
Start/End/HaxRenex :34:2 : 2 4:21 AM ; 1/8,2015 108:
vice Name <02) i B rg ; @ LAB.ADSECURITY.ORG
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Stdrt/Fnd/Huchncu- 1/1,2015 10:34:21 PM ; 1,/2/2015 8:34:21 AM ; 1,/8/2015 10:
Service Name <@2> : LDAP ; ADSDCOS.lab.a: curity.org lab.adsecurity.org ; @ LﬂB RDSECURITY ORG
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https://adsecurity.org/?page_id=1821
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Secure Network Design — Remote Access

Figure 6-4  Defense-in-Depth Approach for Secure Remote Access

How to mitigate risks? : i i Pl

IPsec Encryption and SSL VPN

» Leverage IT-Approved User Access

« Keep ICS Protocols in the
Manufacturing zone

« Control Application use (remote and
local)

* Protocol Conversion (No direct traffic,
common protocols or ports between
zones)

« Single path in and out IACS Applications and Data

Authentication, Authorization and Accounting

5 Access Control Lists (ACLs)

'

Intrusion Protection and Detection

< Remote Terminal Session

£
&
=
o
)
c
i
o
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Security Technologies Applied
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Agenda

. Introduction — Chris Hamilton

* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck
* Threats — Then and Now
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why s all this such a concern to me?
* Do you know what’s on your network, and what can you do to find out?
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Patching and LCM

Why manufacturing avoids patching ccan & — dentify
* Long system life (10-20 years) Assess Vulnerabilities
* Classically “protected” by limited

connectivity

* Immediacy of industry

* Lack of planning

* Lack of system knowledge )
. Lack of testing Generate Lifecycle Stage and
- Difficulty of scheduling downtime Report Test

- . Patches
* Numerous vendors providing different

solutions — complex landscape
«  Cost of patching / new systems \
Deploy

Patches

Patch Management

| —
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Patching and LCM

Risks of running EOL Operating Systems

Windows Server 2003 End-of-Life

What's Your Action Plan?

No / N
Updates /4' Co(r)npliance x

Increased operational Security risks. Non-compliance. Do Migrate and upgrade.
COsts. You can expect increased If your business is subject to You can either choose the more
Without support, you can expeact Xp! to major bilites J Budits, to upg:

the cost ol‘\’::mloyads mnnl:;eon and cybersecurity attacks on A ey to Windows Server 2008, or the
Windows Server 2003 to go up. your computer systems, °°"5'd£““°“- Windows s:?'“’ more strategic but complex
Keeping these systems online databases and applications OD? kot pass @ compience approach to modernize your
will result in mounting running on Windows Server - architecture and migrate to
operational expenses, as well as 2003. Compliance Issues: Windows Server 2012.

the additional investments you'll . HIPAA 5

need to make to keep them

secure. « PCI

~ —=—GRANTEK _&,CPG N Food

End-Of-Extended-Support Dates:

*  Windows 2000: July 2010

*  Windows XP: April 2014

*  Windows Server 2003 R2: July 2015
Windows 7: January 2020

Windows Server 2008 R2: January 2020
«  Windows Server 2012 October 2023
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Patching and LCM

Long system life (10-20 years) Solve by: Proper documentation
Lack of system knowledge

Numerous vendors providing different solutions

— complex landscape

Immediacy of industry Solve by: Proper planning and process
Lack of planning

Lack of testing

Difficulty of scheduling downtime

Cost of patching / new systems Solve by: Proper planning and budget

Classically “protected” by limited connectivity Not true in today’s connected world

3
- = & Life Sciences Energy &
- G R A N T E K &' = /\ s ﬂ B & Pharma # Renewable Energy

T —



Patching and LCM

» Assess
— Understand what you have today
— Audit this against known risks like EOL
software/OSs and CVEs
 Design
—  Work within your company and partners to create
a management policy for patching

« Understand risks — Production Downtime,
Backups, etc

» Understand timeline — patching may “lag”
behind the enterprise, that is not an excuse for
“not doing it” at all

* Implement

—  Proactively schedule patching during
maintenance windows on a yearly basis

—  Ensure vendor/internal body tests all patches
—  Ensure backups are viable (restore rehearsal)

—  Ensure rollout is communicated between plant
personnel, other vendors and corporate IT

Scan & l Identify

Assess Vulnerabilities

Patch Management

Lifecycle Stage and
Generate Test
Report Patches
Deploy

Patches

| —
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Agenda

* Introduction — Chris Hamilton
* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck Reminder: Email
* Threats — Then and Now questions to the
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why is all this such a concern to me?
« Do you know what’s on your network, and what can you do to find out?

address in the
top bar
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5'. SHODAN

Taiwan
Thailand
Brazil

United States
China

TOP SERVICES

HTTP (28080}

Telnet

Automated Tank Gauge
ao0e1

HTTP

| —

What’s out there today?

21,908
19,948
11,277
5523
2513

—— GRANTEK

T —

e o

HE United States, Burbank
Details

Search the public
internet devices

with default
credentials

h Beverage

Cigco Router and Security Device Manager (SDM) is installed on this device.
This feature requires the one-time use of the username “cisco™
with the password "cisce". The default username and password have a privilege 1...

OrzrorkO
wadwk IMportant Bamner Message #knsss
Enable and Telnet passwords are configured to "password”.
HTTP and HTTPS default uwsername is "admin” and password is “password”.

Flease change them immediately.

The ethernet @1 interface 1s enabled with an address of 18.7%....
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5'. SHODAN

United States

Canada

Spain

Taiwan, Province of China

Australia

—— GRANTEK

T —

Rockwell Devices
“ENBT”

IOI Canada
Details

What’s out there today?

166.155.245.50

b-1868-155-245 myvzw.com

Verizon Wireless

BE United States

Details

74.198.185.43

Rogers Cable

d on 05801 14-51

Life Sciences
h B & Pharma

Product name: 1756-ENBT/ A

vendor ID: Rockwell Autcmaticn/sllen-Bradley
Serial number: @xggsedfce

Device type: Communicaticns Adapter

Device IP: 18174 827128

Product name: 1769-L35E Ethernet Pert

Vender I0: Rockwell Autcsmation/Allen-Bradley
Serial number: @x4839335d

Device type: Communicaticns Adapter

Device IP: 192.1.1.759@
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What’s out there today?

United Arab Emirates SM B _— methOd Of
United States . f
o propagation for
Russian Federation Wa nna C ry an d
i NotPetya

—

Protected System

N—

N\

Vulnerable

System

NS

Protected System

7 N—
I

Any System

INTERNAL NETWORK
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Poorly controlled Remote Access

Attacker

A S e o ——
QN i

Corpora. _ ri
T Manufacturmg

Financial P
Data

PC Packer

“Secure” remote access
provided by vendor for remote
support

ENTERPRISE NETWORK
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Risk Mitigation

All is not lost!

| —

Assess: What do you have out there
today!? Where are your biggest risks?
Design: Ensure your systems are
securely connected. Including vendors
Enforce: Implement patching and LCM
policies with corporate IT and
engineering to secure your sites. Budget
and understand costs

BACKUP, backup, backup! (and test)

: —— GRANTEK ECPG ,\@ Food ﬂBeverage

LI Tl
,f{]m‘ru.lu’v-.g!}.‘r;;{#”. ¥

Don’t be this sad kitten!
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What are the global stakes today, you ask?

* A well executed cyber attack could cause
damages around the world ranging from

$53.1 billion to $121.4 billion
- Lloyd’s of London

Counting the cost: Cyber exposure decoded
July 17t 2017 Press Release

Superstorm Sandy, the second costliest tropical cyclone on record, is generally considered to have caused
economic losses between S50 billion and S70 billion

ttttt ://www.lloyds.com/news-and-insight/press-centre/press-releases/2017/07/cyber-attack-report
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Agenda

* Introduction — Chris Hamilton
* Introduction — Grantek Systems Integration
— Limited in presentation: More detail available in emailed deck Reminder: Email
* Threats — Then and Now questions to the
— Deep Dive — WannaCry and NotPetya
* ICS Network Design
— ISA95 Levels / CPWE
— Secure Vendor Remote Access
« Patching and OS Lifecycle Management
What's really out there today?
— How does this relate to Manufacturing and Critical Industry?
— Why s all this such a concern to me?
« Do you know what’s on your network, and what can you do to find out?

address in the
top bar
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Do you know what’s on your network?

Phase 1 -
Assessments/Audits/Requirements
Gathering:

— ICS Network Logical Assessment

— ICS Physical Infrastructure Assessment
— ICS Compute/Virtualization Assessment
— ICS Cyber Security Assessment

— HlOT (Industrial Internet of Things)
Readiness Assessment

eSeminars
eTraining

Educate

e Requirements
Gathering

e Compliance Analysis

e Risk Analysis

*Workshops

*Road Map

¢ Architecture
*|ntegration
eVendor Selection
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Do you know what’s on your network?

 Selected Assessments

LIST OF TABLES

LIST OF FIGURES
- ICS LOQIC3.| NGtWOFk ‘H RevnGention, eSeminars
’2."3;‘5;2353‘:: eTraining

22 PROJECT DESCRIPTION

— ICS Physical Infrastructure 5 i

i M, Stccess Facrons . SR
26 COMSTRANTS ... .

3 FOLLOW.UP REMEDIATION PLAN

— ICS Compute/Virtualization wm“"“““

4 SITEAUDIT 12

.. . . 41, NemoR DestonAT GErERATH.. A2 " eRequirements
« Additional Discussion i é Gathering
£

e Compliance Analysis
e Risk Analysis
*Workshops

— Controls/SCADA life-cycle
— Vendor Remote Access
— Corporate Pi Connectivity fEE .

*Road Map
443 Reference Documents 33 .
45 INTEGRATEDVENDOR RENOTE ACCESS REMECIATION LA :en ¢ Architecture
451 Rewew of cument Generation Vendor Remote Access 34
452 ROCOMMENIEION. ..o oo e e 34 1,
3 Retoronca Documents - 3 e Integration
& POINTS OF CONTACT. 5 .
§ GLOSSARY OF TERMS » eVendor Selection
7 ATTACHMENTS. kTd
7116031001 -ACHE SL- Nerwor AT
'GENERATION — CONTROLS ROOM SCAN 38
8 APPROVAL 39
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eSeminars
eTraining

~ Educate

~" eRequirements
Gathering

e Compliance Analysis

e Risk Analysis

*Workshops

Thank You!

*Road Map

¢ Architecture
*|ntegration
eVendor Selection
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